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1
Decision/action requested

This document proposes the update on draft CR of TS 33.401 (S3-171487) agreed at SA3#87 meeting to clarify (1) the optional use of UP integrity protection, and (2) the security capability exchange using NAS messages.
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Discussion
This updates the draft CR for EN-DC to clarify the following two points.

(1) UP integrity protection for SCG DRB is optional to use.

(2) UE’s security capability is provided using NAS messages as in variant 2 of solution 2 described in clause 5.4.4.12 of TR 33.899. 

For the first update, there’s no explanation that UP integrity protection is optional to use, because the protection looks mandatory and it could cause impact on the performance when the failure hanppens.
For the second update, the responses from RAN2 (R2-1703961, R2-1707496) suggest that the information on UE NR security capability is sent with NAS messages, therefore the sentence, which mentions that MeNB is provided with the UE NR security capability, is updated.
4
Conclusion
Based on the above discussion, the following updates have been proposed.
(1) Update on UP integrity protection

The explanation is added in clause E.1.2, E.X.4.3 and E.X.10.1 as follows.
In clause E.X.1.3,
The UE and the SgNB derives the integrity and ciphering keys from the S-KgNB as described in clause A.Z, cf. also E.X.4.2, where UP integiry protection is optional.
In clause E.X.4.3,
The UE may use the indicated integrity algorithms for the SCG DRBs.
In clause E.X.10.1,
The ciphering protection shall be applied between the UE and gNB at the PDCP layer. The integirty protection shall be applied to SRB and may be applied to DRB between the UE and gNB at the PDCP layer.
(2) Update on capability exchange using NAS messages

The following update is applied at step 2 in clause E.X.3.
NOTE 1: The MeNB is already provided with the UE NR security capability and the information on access right to NR during attach procedure with NAS messages defined in TS 23.401 [2] , i.e., the information is stored in MME and sent with initial context setup message to MeNB.
